MEMORANDUM OF UNDERSTANDING

BETWEEN THE
RHODE ISLAND DEPARTMENT OF LABOR AND TRAINING
AND THE
RHODE ISLAND DEPARTMENT OF HUMAN SERVICES
OFFICE OF REHABILITATION SERVICES

AGREEMENT

This agreement is entered into this first day of July, in the year 2011, by and between the Rhode Island Department of
Labor and Training (DLT) and the Rhode Island Department of Human Services (DHS), the DHS/Office of
Rehabilitation Services (ORS). The purpose of this agreement is to maximize the resources of each parties to increase
the employment opportunities for Rhode Islanders with disabilities. Both Departments have delineated activities toward
mutually defmed objectives (See paragraph 1) which will create an effective interagency system and increase the access
of mutual customers to information, services and jobs via the One -Stop Career Centers or netWORKTri Centers.

This agreement is for a five-year period commencing with the first annual period July 1, 2011 and ending on June 30,
2012. This agreement is not a fmancial contract and will be reviewed on an annual basis (see paragraph 3).

PARAGRAPH 1: PERFORMANCE:

The mutually determined vision of the agreement is to achieve full employment for all Rhode Islanders. Both
Departments agree to maximize use of their resources to link employers and Rhode Islanders with disabilities by the
development of both parties DLT and ORS. The parties have mutually agreed on the following objectives and activities:

OBJECTIVE 1: To create an effective interagency system with shared resources (personnel, space, workshops,
staff training, customer testing and services):
* DLT and ORS will:
1. continuously identify areas within each agency's needs related to employment of individuals with
disabilities and identify areas within its operation where sharing staff and resources would achieve this

purpose.

2. establish a protocol for communication and resolution.



3. delegate appropriate management level staff to meet quarterly to determine what and how available
resources can be shared to meet areas of need.

4. take appropriate and timely action to delegate available resources within its direction to achieve the
objectives of this agreement.

5. identify direct service staff to streamline the communication process.

6. share training opportunities and resources on topics common to both agencies through the respective
staff development units.

7. develop and/or utilize existing marketing tools and methods which support the vision of this
agreement.

8. both agencies will refer customers to the other as appropriate, jointly assist individuals with a
disability in obtaining employment and share the cost of any training expenses, as appropriate.

ORS will:

1. provide comprehensive vocational rehabilitation services to individuals with disabilities to become
employed: determination of eligibility, vocational assessment and guidance, development of an
Individualized Plan for Employment, coordination of services, specialized job development and
placement and post employment services.

2. meet with local DLT Office Mangers to build information networks and partnerships.

3. provide technical assistance to DLT staff on disability and accessibility issues.

DLTwill:

1. provide universal access to core services such as determination of eligibility of services, orientation to
the One-Stop system, initial assessment, job search, placement assistance and career counseling.

2. provide information on eligible training programs, performance outcomes, and supportive services.

3. provide access to Labor Market Information through an on-line web-site.

OBJECTIVE II: To expand customer access to information, services and jobs

DLT and ORS will:

1.

2.

exchange informational materials describing each agency and services for display in public areas of
each agency.

share job leads and jointly provide employer support services on disability issues.



3. share available office space to serve customers and accomplish the purpose of this agreement.
4. jointly sponsor educational and outreach projects targeting mutual customers.

e ORS staff will:
1. conduct trainings with DLT netWORKIi staff on disability and employment as needed.
2. assist DLT staff to provide or obtain accessible testing services for individuals with disabilities.
3. attend netWORKTri staff meetings as frequently as possible.

e DLT staffwill:

1. provide ORS counselors with information related to new and expanding businesses in RI and to other

employment opportunities.

2. provide access to the scope of services offered to all netWORKTri customers.

PARAGRAPH 2: FINANCIAL

There is no fmancial commitment from either Department through this agreement.

PARAGRAPH 3: CHANGES

The agreement will be reviewed on an annual basis and revised accordingly to better achieve the vision and purpose.
Changes, which are mutually agreed upon by both Departments, will be written, signed and made a part of this

agreement.

PARAGRAPH 4: TERMINATION

Either Department may terminate this agreement at any time by giving written notice to the other of such termination and
specifying the effective date thereof, at least thirty (30) days before the effective date of such termination.

PARAGRAPH 5: CONFIDENTIALITY

Both parties agree to comply with the requirements of the respective agencies regarding the safeguarding of customer

information. Failure to comply with these requirements may be the basis for cancellation of this agreement.
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Sandra MPowell Charles J. F ggrty Q /
Director, Department of Human Services Director, Depdrtme oﬁ’/ Labor and Training
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Date Date / / ’




ADDENDUM XVIII
BUSINESS ASSOCIATE AGREEMENT ADDENDUM

Except as otherwise provided in this Business Associate Agreement Addendum,
Department of Labor and Training , (hereinafter referred to as "Business Associate"),
may use, access or disclose Protected Health Information to perform functions, activities
or services for or on behalf of the State of Rhode Island, Department of Human Services
(hereinafter referred to as the "Covered Entity"), as specified herein and the attached
Agreement between the Business Associate and the Covered Entity (hereinafter referred
to as "the Agreement"), which this addendum supplements and is made part of, provided
such use, access, or disclosure does not violate the Health Insurance Portability and
Accountability Act (HIPAA), 42 USC 1320d et seq., and its implementing regulations
including, but not limited to, 45 CFR, parts 160, 162 and 164, hereinafter referred to as
the Privacy and Security Rules and patient confidentiality regulations, and the
requirements of the Health Information Technology for Economic and Clinical Health
Act, as incorporated in the American Recovery and Reinvestment Act of 2009, Public
Law 111-5 (HITECH Act) and any regulations adopted or to be adopted pursuant to the
HITECH Act that relate to the obligations of business associates, Rhode Island Mental
Health Law, R.I. General Laws Chapter 40.1-5-26, and Confidentiality of Health Care
Communications and Information Act, R.I. General Laws Chapter 5-37.3-1 et seq.
Business Associate recognizes and agrees it is obligated by law to meet the applicable
provisions of the HITECH Act.

1. Definitions
A. "Addendum" means this Business Associate Agreement Addendum.

B. "Agreement" means the contractual Agreement by and between the State of Rhode
Island, Department of Human Services and Business Associate, awarded pursuant to
State of Rhode Island's Purchasing Law (Chapter 37-2 of the Rhode Island General
Laws) and Rhode Island Department of Administration, Division of Purchases,
Purchasing Rules, Regulations, and General Conditions of Purchasing.

C. "Breach" means the acquisition, access, use or disclosure of Protected Health
Information (PHI) in a manner not permitted under HIPAA (45 CFR Part 164, Subpart E)
which compromises the security or privacy of the Protected Health Information. For the
purposes of the HITECH Act, a Breach shall not include:

1. Any unintentional acquisition, access or use of PHI by a workforce member or
person acting under the authority of the Covered Entity or the Business Associate,
if such acquisition, access or use was made in good faith and within the course
and scope of authority and employment, and does not result in further use or
disclosure in a meaner not permitted under the HIPPA Privacy Rule; or,



ii. Any inadvertent disclosure by a person who is authorized to access PHI at
Covered Entity or Business Associate to another person authorized to access PHI
at Covered Entity or Business Associate, respectively, and the information
received as a result of such disclosure is not further used or disclosed in a manner
not permitted under the HIPA A Privacy Rule; or,

iii. A disclosure of PHI where Covered Entity or Business Associate has a good
faith belief that an unauthorized person to whom the disclosure was made would
not reasonably have been able to retain such information.

D. "Business Associate" means with respect to a Covered Entity, a person who:

1. On behalf of such Covered Entity, but other than in the capacity of a member of
the workforce of such Covered Entity performs or assists in the performance of:

a. a function or activity involving the use or disclosure of Personally
Identifiable Health Information, including claims processing or
administration, data analysis, utilization review, quality assurance, billing,
benefit management, practice management, and repricing; or,

b. any other function or activity regulated by the HIPAA Privacy or
HIPAA Security Regulations;

ii. Provides, other than in the capacity of a member of the workforce of such
Covered Entity, legal, actuarial, accounting, consulting, data aggregation,
management, administrative, accreditation or financial services to or for such
Covered Entity where the provision of the service involves the disclosure of
Personally Identifiable Health Information from such Covered Entity to the

person.

E. "Client/Patient" means Covered Entity funded person who is a recipient and/or the
client or patient of the Business Associate.

F. "Covered Entity" means a health plan, a health care clearinghouse or a health care
provider who transmits any health information in electronic form in connection with a
transaction covered by HIPAA Privacy and Security Regulations.

G. "Data Aggregation" means, with respect to PHI created or received by a Business
Associate in its capacity as the Business Associate of a Covered Entity, the combining of
such PHI by the Business Associate with the PHI received by the Business Associate in
its capacity as a Business Associate of another Covered Entity, to permit data analyses
that relate to the health care operations of the respective Covered Entities.

H. "Electronic Health Record" means an electronic record of health-related information
on an individual that is created, gathered, managed or consulted by authorized health care
clinicians and staff.



I.  "Electronic Protected Health Information" or "Electronic PHI" means PHI that is
transmitted by or maintained in electronic media as defined in the HIPA Security

Regulations.

J. "HIPAA" means the Health Insurance Portability and Accountability Act of 1996,
Public Law 104-191.

K. "HIPAA Privacy Rule" means the regulations promulgated under HIPAA by the
United States Department of Health and Human Services to protect the privacy of
Protected Health Information including, but not limited to, 45 CFR Part 160 and 45 CFR

Part 164, Subpart A and Subpart E.

L. "HITECH Act" means the privacy, security and security Breach notification
provisions applicable to Business Associate under Subtitle D of the Health Information
Technology for Economic and Clinical Health Act, which is Title XII of the American
Recovery and Reinvestment Act of 2009, Public Law 111-5, and any regulations
promulgated thereunder and as amended from time to time.

M. "Personally Identifiable Health Information" means information that is a subset of
health information, including demographic information collected from an individual, and:

1. is created or receive by a health care provider, health plan, employer or health
care clearinghouse; and,

ii. relates to the past, present or future physical or mental health condition of an
individual; the provision of health care to an individual; or the past, present or
future payment for the provision of health care to an individual; and,

a. that identifies the individual; or

b. with respect to which there is a reasonable basis to believe the
information can be used to identify the individual.

N.  "Protected Health Information" or "PHI" means Personally Identifiable Health
Information transmitted or maintained in any form or medium that:

1. is received by Business Associate from Covered Entity;

ii. Business Associate creates for its own purposes from Personally Identifiable
Health Information that Business Associate received from Covered Entity; or,

iii. is created, received, transmitted or maintained by Business' Associate on
behalf of Covered Entity.



Protected Health Information excludes Personally Identifiable Health Information in
education records covered by the Family Educational Rights and Privacy Act, as
amended, 20 U.S.C. Section 1232(g), records described at 20 U.S.C. Section
1232g(a)(4)(B)(iv), and employment records held by the Covered Entity in its role as
employer.

0. "Secured PHI" means PHI that was rendered unusable, unreadable or indecipherable
to unauthorized individuals through the use of technologies or methodologies specified
under or pursuant to Section 13402 (h)(2) of the HITECH Act under ARRA.

P. "Security Incident" means any known successful or unsuccessful attempt by an
authorized or unauthorized individual to inappropriately use, disclose, modify, access, or
destroy any information.

Q. "Security Rule" means the Standards for the security of Electronic Protected Health
Information found at 45 CFR Parts 160 and 162, and Part 164, Subparts A and C. The
application of Security provisions Sections 164.308, 164.310, 164.312, and 164.316 of
title 45, Code of Federal Regulations shall apply to Business Associate of Covered Entity
in the same manner that such sections apply to the Covered Entity.

R. "Suspected breach" is a suspected acquisition, access, use or disclosure -of protected
health information ("PHI") in violation of HIPPA privacy rules, as referenced above, that
compromises the security or privacy of PHI.

S.  "Unsecured PHI" means PHI that is not secured through the use of a technology or
methodology specified by the Secretary of the U.S. Department of Health and Human

Services.

T. "Vendor of Personal Health Records" shall mean an entity, other than a covered
entity, that offers or maintains a personal health record.

U. Any terms capitalized, but not otherwise defined, in the Addendum shall have the
same meaning as those terms have under HIPAA, the HIPAA Privacy Rule, the HIPAA

Security Rule and the HITECH Act.

2. Obligations and Activities of Business Associate

A. Permitted Uses.

i. PHI Described. PHI disclosed by the Covered Entity to the Business Associate,
PHI created by the Business Associate on behalf of the Covered Entity, and PHI
received by the Business Associate from a third party on behalf of the Covered
Entity are disclosable under this Addendum. The disclosable PHI is limited to the
minimum necessary to complete the tasks, or to provide the services, associated
with the terms of the original Agreement.

ii. Purposes. Except as otherwise limited in this Addendum, Business Associate



may use or disclose the PHI on behalf of, or to provide services to, Covered
Entity for the purposes necessary to complete the tasks, or provide the services,
associated with, and required by the terms of the original Agreement, if such use
or disclosure of the PHI would not violate the Privacy or Security Rules or
applicable state law if done by Covered Entity or violate the minimum necessary
and relatd Privacy and Security policies and procedures of the Covered Entity.

Business Associate shall disclose to its employees, subcontractors, agents, or
other third, parties, and request from Covered Entity, only the minimum PHI
necessary to perform or fulfill a specific function required or permitted under the
Agreement.

B.  Prohibited Uses and Disclosures. Business Associate shall not use PHI in any
manner that would constitute a violation of the HIPAA Privacy Rule or the HITECH Act.

1. Stated Purposes Only. The Business Associate shall not use the PHI for any
purpose other than stated in the Agreement, this Addendum or as required or
permitted by law.

ii. Limited Disclosure. The PHI is confidential and will not be disclosed by the
Business Associate other than as stated in this Addendum or as required or
permitted by law. Business Associate will refrain from receiving any
remuneration in exchange for any individual's PHI, unless Covered Entity gives
written approval, and the exchange is pursuant to a valid authorization (that
includes a specification of whether the PHI can be further exchanged for
remuneration by the entity receiving PHI of that Individual), or satisfies one of the
exceptions enumerated in Section 13405(e)(2) of the HITECH Act. Business
Associate will refrain from marketing activities that would violate HIPAA,
specifically Section 13406 of the HITECH Act. Business Associate will report to
Covered Entity any use or disclosure of the PHI, including any Security Incident
not provided for by this Addendum of which it becomes aware.

C. Appropriate Safeguards.  Business Associate shall implement the following
administrative, physical, and technical safeguards in accordance with the Security Rule
under45 C.F.R., Sections 164.308, 164.310, 164.312 and 164.316:

1. Implement policies and procedures to prevent, detect, contain and correct
security violations; identify the security official who is responsible for the
development and implementation of the policies and procedures required by this
subpart for the Business Associate; implement a security awareness and training
program for all members of its workforce; implement policies and procedures to
prevent those workforce members who are not authorized to have access from
obtaining access to electronic PHI; implement policy and procedures to address
security incidents; establish policies and procedures for responding to an
emergency or other occurrence that damages systems that contain electronic PHI;
and perform a periodic technical and non-technical evaluation in response to
environmental or operational changes affecting the security of electronic PHI that
establishes the extent to which the security policies and procedures of Business



Associate (and any business associate of Business Associate) meet the
requirements of this subpart.

ii. Implement policies and procedures to limit physical access to its electronic
information systems and the facility or facilities in which they are housed, while
ensuring that properly authorized access is allowed; implement policies and
procedures that specify the proper functions to be performed, and the physical
attributes of the surroundings of a specific workstation or class of workstations
that can access electronic PHI; implement physical safeguards for all workstations
that access electronic PHI; restrict access to authorized users; implement policies
and procedures that govern the receipt and removal of hardware and electronic
media that contain electronic PHI into and out of a facility and the movement of
these items within the facility.

11, Implement technical policies and procedures for electronic information
systems that maintain electronic PHI to allow access only to those persons or
software programs that have been granted access rights as specified in 45 C.F.R.,
Section 164.208; implement hardware, software and/or procedural mechanisms
that record and examine activity in information systems that contain or use
electronic PHI; implement policies and procedures to protect electronic PHI from
improper alteration, destruction, unauthorized access or loss of integrity or
availability.

iv. The Business Associate will use appropriate safeguards to prevent use or
disclosure of the PHI, except as provided for in this Addendum. This shall
include, but not be limited to the limitation of the groups of its employees or
agents, otherwise known as workforce members, to whom the PHI is disclosed to
those reasonably required to accomplish the purposes stated in this Addendum,
and the use and disclosure of the minimum PHI necessary.

v. Appropriate notification and training of its employees or agents to whom the
PHI will be disclosed in order to protect the PHI from unauthorized disclosure.
At the sole discretion of the Business Associate, provide a written statement to
each employee or agent as to the necessity of maintaining the security and
confidentiality of Protected Health Information, and of the penalties provided for
the unauthorized release, use, or disclosure of this information. Receipt of the
statement is to be acknowledged by the employee or agent, who is to sign and
return the statement to his or her employer or principal, who then is to retain the
signed original. The employee or agent is also to be furnished with a copy of the
signed statement. The Business Associate shall take no disciplinary or punitive
action against any employee or agent solely for bringing evidence of violation of
the referenced security requirements to the attention of the Covered Entity.

vi. A copy of the above-described policies, procedures and documentation shall
be provided to the Covered Entity within ten (10) days from the date of request of



the Covered Entity.

D. Mitigation. Business Associate shall have procedures in place to mitigate, to the
extent practical, any harmful effect that is known or reasonably foreseeable to the
Business Associate of a use, access or disclosure of PHI by Business Associate in
violation of the requirements of this Addendum, and Business Associate shall report its
mitigation activity to the Covered Entity.

E. Notification of Breach, Suspected Breach, Loss, or Potential Loss of Confidential
data or PHI.

i. During the term of the Agreement and/or this Addendum, the Business
Associate shall notify the Covered Entity within one (1) hour by .telephone call
plus e-mail, web form or fax upon the discovery of any Breach of security of PHI
or Suspected Breach of security of PHI (where the use or disclosure is not
provided for and permitted by this Addendum) of which it becomes aware. In the
event of any suspected Security Incident, intrusion, unauthorized use or
disclosure, loss, or potential loss of PHI, in violation of the Agreement and this
Addendum, or potential loss of confidential data affecting the Agreement and this
Addendum, the Business Associate shall notify the Covered Entity within twenty-
four (24) hours by telephone call plus e-mail, web form or fax.

ii. The Business Associate shall immediately investigate such Security
Incident(s), Breach, Suspected Breach, or unauthorized use or disclosure of PHI
or confidential data. Within 48 hours of the discovery, the Business Associate
shall notify the Covered Entity's contract manager, and the Office of Technology
Service Desk of: -

a. What data elements were involved and the extent of the data involved in
the Breach;

b. A description of the unauthorized persons known or reasonably
believed to have improperly used or disclosed PHI or confidential data;

c. A description of where the PHI or confidential data is believed to have
been improperly transmitted, sent, or utilized;

d. A description of the probable causes of the improper use or disclosure;
and,

e. Whether any federal or state laws requiring individual notifications of
Breaches are triggered. Covered Entity will coordinate with Business
Associate to determine additional specific actions that will be required of
the Business Associate for mitigation of the Breach, suspected breach,
unauthorized use or disclosure which may include, but is not limited to,
notification to the individual, the media, HHS, or other authorities, as well
as any other related notice requirements.



iii. Further, the Business Associate shall:

a. Conduct and document a risk assessment by investigating without
reasonable delay and in no case later than twenty (20) calendar days of
discovery of the potential Breach to determine the following:

1. Whether there has been an impermissible use, acquisition,
access or disclosure of PHI under the Privacy Rule;

2. Whether an impermissible use or disclosure compromises the
security or privacy of the PHI by posing a significant risk of
financial, reputational or other harm to the Client/Patient; and,

3. Whether the incident falls under one of the Breach exceptions.

b. Provide completed risk assessment and investigation documentation to
Covered Entity's Office of Compliance within twenty-five (25) calendar
days of discovery of the potential breach with decision whether a Breach
has occurred:

1. If a Breach has not occurred, notification to Client/Patient(s) is
not required.

2. If a Breach has occurred, notification to the Client/Patient(s) is
required, and Business Associate must provide Covered Entity
with affected Client/Patient names and contact information so the
Covered Entity can provide notification.

c. Make available to Covered Entity and governing State and Federal
agencies in a time and manner designated by Covered Entity or governing
State and Federal agencies, any policies, procedures, internal practices and
records relating to a potential breach for the purposes of audit or should
the Covered Entity reserve the right to conduct its own investigation and
analysis.

iv. All associated costs shall be borne by the Business Associate. This may
include, but not be limited to costs associated with notifying the individuals or
entities listed in section E. Depending on the nature and scope of the security
incident, remedies may include, among other things, information to individuals on
obtaining credit reports and notification to applicable credit card companies,
notification to the local office of the secret service, and or affected users and other
applicable parties, utilization of a call center and the offering of credit monitoring
services on a selected basis. Business Associate agrees that the Covered Entity
shall be held harmless in the event of such a breach and accepts fully the legal and
financial responsibility associated with mitigating any harmful effects that may or
have been caused, including but not limited to the Business Associate and



Covered Entity's required actions pursuant to HIPAA and HITECH as defined
herein. Business Associate agrees that it is subject to and shall ensure compliance
with all HIPAA regulations in effect at the time of this Addendum and as shall be
amended, under HIPAA, from time to time, and any and all reporting
requirements required by HIPAA at the time of this Addendum and as shall be
amended, under HIPAA, from time to time. As well as ensuring compliance with
the Rhode Island Confidentiality of Health Care Information Act, Rhode Island
General Laws, Sections 5-37.3 et seq.

v. Assistance in Litigation or Administrative Proceedings. The Business Associate
shall make itself and any subcontractors, employees or agents assisting the
Business Associate in the performance of its obligations under the Agreement
and/or this Addendum, available to the Covered Entity at no cost to the Covered
Entity to testify as witnesses, or otherwise, in the event of litigation or
administrative proceedings being commenced against the Covered Entity, its
officers or employees based upon claimed violations of HIPAA, the HIPAA
regulations or other laws relating to security and privacy which involves inaction
or actions by. the Business Associate, except where Business Associate or its
subcontractor, employee or agent is a named as an adverse party.

F. Access to Protected Health Information. Business Associate shall make the PHI
maintained by Business Associate or its agents or subcontractors available in Designated
Record Sets to Covered Entity for inspection and copying within ten (10) days of a
request by Covered Entity to enable Covered Entity to fulfill its obligations under the
Privacy Rule, including, but not limited to, 45 CFR § 164.524 and consistent with Section
13405 of the HITECH Act. Business Associate agrees to provide access to Protected
Health Information, at the request of Covered Entity, in the time and manner designated,
in a Designated Record Set, to Covered Entity or, as directed by Covered Entity, to an
Individual, in order to meet the requirements under 45 CFR 164.524. Business Associate
agrees to make its internal practices, books, and records, including policies and
procedures and Protected Health Information, relating to the use and disclosure of
Protected Health Information received from, or created or received by Business Associate
on behalf of the Covered Entity, available to the Secretary of the United States Dept. of
Health and Human Services, in a time and manner specified by the Covered Entity or
designated by the Secretary, for purposes of the Secretary determining the Covered
Entity's compliance with the Privacy Rule.

G. Amendment of PHI. Within ten (10) days of receipt of a request from Covered Entity
for an amendment of the PHI or a record about an individual contained in a Designated
Record Set, Business Associate or its agents or subcontractors shall make such PHI
available to Covered Entity for amendment and incorporate any such amendment to
enable Covered Entity to fulfill its obligations under the Privacy Rule, including, but not
limited to, 45 CFR § 164.526. Business Associate agrees to make any amendment(s) to
Protected Health Information in a Designated Record Set that the Covered Entity directs
or agrees to pursuant to 45 CFR 164.526 at the request of Covered Entity or an
Individual, and in the time and manner specified by the Covered Entity.



H. Access to Records. Business Associate shall make internal practices, books, and
records, including policies and procedures and Protected Health Information, relating to
the use, access and disclosure of Protected Health Information received from, or created
or received by Business Associate on behalf of, Covered Entity available to the Covered
Entity, and/or to the Secretary for the U.S. Department of Health and Human Services,
in a time and manner designated by the Covered Entity or the Secretary, for purposes of
the Secretary determining Covered Entity's compliance with the Privacy and Security
Rules and patient confidentiality regulations, consistent with 45 CFR 164.504. The
respective rights and obligations of Business Associate under this section of this
Addendum shall survive the termination of the Agreement.

I. Individual's Right to Access, Amend and Accounting of Disclosure(s). The Business
Associate shall make available to the specific Individual to whom it applies any PHI;
make such PHI available for amendment; and make available the PHI required to
provide an accounting of disclosures, all to the extent required by 45 CFR §§ 164.524,
164.526, and 164.528 respectively. Business Associate agrees to document such
disclosures of Protected Health Information and information related to such disclosures
as would be required for Covered Entity to respond to a request by an Individual for an
accounting of disclosures of Protected Health Information in accordance with 45 CFR
164.528. Business Associate agrees to provide to the Covered Entity or an Individual, in
a time and manner specified by the Covered Entity, information collected in accordance
with the Agreement, to permit the Covered Entity to respond to a request by an
Individual for an accounting of disclosures of Protected Health Information in
accordance with 45 CFR 164.528 and the HITECH Act.

J. Security. The Business Associate shall take all steps necessary to ensure the
continuous security of all PHI and data systems containing PHI. In addition, the
compliance with 74 FR 19006, "Guidance Specifying the Technologies and
Methodologies That Render PHI Unusable, Unreadable, or Indecipherable to
Unauthorized Individuals for Purposes of the Breach Notification Requirements Under
Section 13402 of Title XIII" is required. If Business Associate chooses not to adopt such
methodologies as defined in 74 FR 19006 based on its Security Risk Analysis, Business
Associate shall document such rationale and submit it to the Covered Entity.

K. Duties at Termination. Upon termination of the Agreement and/or this Addendum
for any reason, Business Associate shall return all Protected Health Information, in
whatever form, required to be retained and return or destroy all other Protected Health
Information received from the Covered Entity, or created or received by the Business
Associate or its subcontractors, employees or agents on behalf of the Covered Entity. In
the event the Business Associate determines that returning the Protected Health
Information is not feasible, the Business Associate shall provide the Covered Entity with
written notification of the conditions that make return not feasible. The Covered Entity
shall be the final authority in determining whether the return of PHI is not feasible.
However, the Covered Entity shall not unreasonably withhold its consent from Business
Associate as to the feasibility of the return of PHI. Business Associate further agrees to
extend any and all protections, limitations, and restrictions contained in the Agreement
and/or this Addendum, to any Protected Health Information retained by Business
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Associate or its subcontractors, employees or agents after the termination of the
Agreement and/or this Addendum. These protections, limitations and restriction shall
also apply to all agents and subcontractors of Business Associate. The Business
Associate shall limit any further use, access or disclosures to the purposes that make the
return or destruction of the Protected Health Information infeasible. This shall also apply
to all agents and subcontractors of Business Associate. The duty of the Business
Associate and its agents and subcontractors to assist the Covered Entity with any HIPAA
required accounting of disclosures survives the termination of the Agreement and this
Addendum.

L. Termination for Cause. Covered Entity may terminate the Agreement if at any time it
determines that the Business Associate has violated a material term of the Agreement or
this Addendum. Covered Entity may, at its sole discretion, allow Business Associate a
reasonable period of time to cure the violation before termination.

M.  Breach Pattern or Practice by Covered Entity. Pursuant to 42 U.S.C. Section
17934(b), if the Business Associate knows of a pattern of activity or practice of the
Covered Entity that constitutes a material breach or violation of the Covered Entity's
obligations under this Addendum, the Business Associate must take reasonable steps to
cure the breach or end the violation. If the steps are unsuccessful, the Business Associate
must terminate the Addendum if feasible, or if termination is not feasible, report the
problem to the Secretary of United States Department of Health and Human Services.

N.  Judicial or Administrative Proceedings. The Covered Entity may terminate this
Addendum if Business Associate is found guilty of a criminal violation of HIPAA. The
Covered Entity may terminate this Addendum if a finding or stipulation is made in any
administrative or civil proceeding in which the Business Associate is a party or has been
joined that the Business Associate has violated any standard or requirement of HIPAA,
HITECH or other security or privacy laws. Business Associate shall be subject to
prosecution by the Department of Justice for violations of HIPAA and/or HITECH and
shall be responsible for any and all costs associated with prosecution.

0. Subcontractors and Agents. = The Business Associate will require any of its
subcontractors and agents, to which the Business Associate is permitted by this
Addendum or in writing by the Covered Entity to disclose the Covered Entity's Protected
Health Information and/or Electronic Protected Health Information, to provide reasonable
assurance that such subcontractor or agent will comply with the same privacy and
security safeguard obligations with respect to the Covered Entity's Protected Health
Information and/or Electronic Protected Health Information that are applicable to the
Business Associate under this Addendum.

P. Designation of Compliance Official and Contact Individual. The Business Associate
shall designate a compliance official who shall be responsible for the development and
implementation of policies and procedures required of Business Associate under this
Addendum. A compliance official shall be designated for each subsidiary that is a
Business Associate. The Business Associate shall designate a contact individual or office
for receiving complaints and shall provide documentation of such designation to the
Covered Entity. The contact individual or office must be able to provide information
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about matters that are covered in the privacy notice.
3. Specific Use and Disclosure Provisions.

A. Except as otherwise limited in this Addendum, Business Associate may use PHI for
the proper management and administration of the Business Associate or to carry out the
legal responsibilities of the Business Associate.

B. Except as otherwise limited in this Addendum, Business Associate may disclose PHI
for the proper management and administration of the Business Associate, provided that

disclosure is required by law.

C. Except as otherwise limited in this Addendum, Business Associate may use PHI to
provide Data Aggregation service to Covered Entity as permitted by 42 CFR
164.504(e)(2)(1)(B).

D. Business Associate may use PHI to report violations of law to appropriate Federal
and State authorities, consistent with 42 CFR 164.5020)(1).

4. Obligations of Covered Entity.

A. Covered Entity shall notify Business Associate of any limitation(s) in its notice of
privacy practices of Covered Entity in accordance with 45 CFR 164.520, to the extent
that such limitation may affect Business Associate's use, access or disclosure of Protected
Health Information.

B. Covered Entity shall notify Business Associate of any changes in, or revocation of;
permission by an individual to use, access or disclose Protected Health Information, to
the extent that such changes may affect Business Associate's use, access or disclosure of
Protected Health Information.

C. Covered Entity shall notify Business Associate of any restriction to the use, access or
disclosure of Protected Health Information that Covered Entity has agreed to in
accordance with 45 CFR 164.522, to the extent that such restriction may affect Business
Associate's use, access or disclosure of Protected Health Information.

D. Covered Entity shall complete the following in the event that the Covered Entity has
determined that Business Associate has a breach:

1. Determine appropriate method of notification to the Client/Patient(s) regarding
a breach as outlined under Section 13402(e) of the HITECH Act.

ii. Send notification to the Client/Patient(s) without unreasonable delay but in no
case later than sixty (60) days of discovery of the breach with at least the minimal
required elements as follows:

.a. A brief description of what happened, including the date of the Breach
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and the date of discovery;

b. A description of the types of unsecured PHI involved in the Breach
(such as name, date of birth, home address, Social Security number,
medical insurance, etc.);

c. The steps Client/Patient(s) should take to protect themselves from
potential harm resulting from the breach.

iii. Determine if notice is required to Secretary of the United States Department of
Health and Human Services.

iv. Submit breach information to the Secretary of the U.S. Department of Health
and Human Services within the required timeframe, in accordance with 45 CFR

164.408(b).

5. General Provisions.

A. Remedies. Business Associate agrees that Covered Entity shall be entitled to seek
immediate injunctive relief as well as to exercise all other rights and remedies which
Covered Entity may have at law or in equity in the event of an unauthorized use, access
or disclosure of Protected Health Information by Business Associate or any agent or
subcontractor of Business Associate that received Protected Health Information from

Business Associate.

B. Ownership. The Protected Health Information shall be and remain the property of
the Covered Entity. Business Associate agrees that it acquires no title or rights to the
Protected Health Information.

C. Regulatory References. A reference in this Addendum to a section in the HIPAA
Privacy and Security Rules and patient confidentiality regulations means the section as in
effect or as amended.

D. Amendment. The Parties agree to take such action as is necessary to amend this
Addendum from time to time as is necessary for Covered Entity to comply with the
requirements of the HIPAA Privacy and Security Rules and the Health Insurance
Portability and Accountability Act and patient confidentiality regulations.

E. Interpretation. Any ambiguity in this Addendum shall be resolved to permit Covered
Entity to comply with the Privacy and Security Rules and patient confidentiality

regulations.

F. Secondary PHI. Any data or PHI generated from the PHI disclosed hereunder which
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would permit identification of an Individual must be held confidential and is also the
property of Covered Entity.

G. Electronic Transmission. Except as permitted by law or this Addendum, the PHI or
any data generated from the PHI which would permit identification of an Individual must
not be transmitted to another party by electronic or other means for additional uses not
authorized by this Addendum or to another contractor, or allied agency, or affiliate
without prior written approval of Covered Entity.

H. No Sales. Reports or data containing the PHI may not be sold without Covered
Entity's or the affected Individual's written consent.

I.  No Third-Party Beneficiaries. Nothing express or implied in this Addendum is
intended to confer, nor shall anything herein confer, upon any person other than Covered
Entity, Business Associate and their respective successors or assigns, any rights,
remedies, obligations or liabilities whatsoever.

J.  This Addendum constitutes the entire Business Associate Agreement Addendum and
supersedes all prior Business Associate Agreement Addendum and understandings, both
written and oral, among the Parties with respect to the subject matter of this Addendum.

K. This Addendum shall be binding upon, inure to the benefit of, and be enforceable by
and against the Parties and their respective heirs, personal representatives, successors,
and assigns. Neither this Agreement nor any of the rights, interests or obligations under
this Addendum shall be transferred or assigned by the Business Associate without the
prior written consent of the Covered Entity.

L.  With respect to any provision of this Addendum finally determined by a court of
competent jurisdiction to be unenforceable, such court shall have jurisdiction to reform
such provision so that it is enforceable to the maximum extent permitted by applicable
law, and the Parties shall abide by such court's determination. In the event that any
provision of this Addendum cannot be reformed, such provision shall be deemed severed
from this Agreement, but every other provision of this Addendum shall remain in full
force and effect. This Addendum shall be governed by, and construed in accordance
with, the laws of the State of Rhode Island.

M.  All representations, covenants, and agreements in or under the Agreement and/or
this Addendum, or any other documents executed in connection with the transactions
contemplated by the Agreement and/or this Addendum, shall survive the execution,
delivery, and performance of this Addendum and such other documents.

N. Each Party shall execute, acknowledge or verify, and deliver any and all documents
that may, from time to time, be reasonably requested by the other Party to carry out the

purpose and intent of this Addendum.

6. Acknowledgment.
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A.  Notwithstanding any other requirement set out in this Addendum, the Contractor
acknowledges and agrees that the HITECH Act and its implementing regulations impose
new requirements with respect to privacy, security and breach notification and
contemplates that such requirements shall be implemented by regulations to be adopted
by the Department of Health and Human Services. The HITECH requirements,
regulations and provisions are hereby incorporated by reference 'into this Addendum as if
set forth in this Addendum in their entirety. Notwithstanding anything to the contrary or
any provision that may be more restrictive within this Addendum, all requirements and
provisions of HITECH, and its implementing regulations currently in effect and
promulgated and/or implemented after the date of this Addendum, are automatically
effective and incorporated herein. Where this Addendum requires stricter guidelines, the
stricter guidelines must be adhered to.

B. By signing this Addendum, the Business Associate agrees that this Addendum
shall binding during the Interim Final Rules and until such time as Final Rules are
promulgated and a new Business Associate Agreement Addendum is signed based
on the Final Rules. The Business Associate agrees that it shall sign a new
Addendum based on the new Final Rules when presented by the Department of

Human Services.

C. The undersigned affirms that he/she is a duly authorized representative of the
Business Associate for which he/she is signing and has the authority to execute this
Addendum on behalf of the Business Associate.

Acknowledged and agreed to by:

STATE OF RHODE ISLAND: STATE OF RHODE ISLAND:

U

,S(ANDMM POWELL CHARLES/J. FOGARTY

DEPARTMENT OF HUMAN SERVICES DEPARTMEL/’DJOF L R & TRAINING
{%/Z/-fj\ 7//75 /A

Date Date / / ‘i
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